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ACTION OC-06 

INEO OCT-OI NEA-IO ISO-00 CCO-00 OCPE-00 SY-05 /022 W 

085000 040246Z/70 

R0307I4Z APR78 
PM AMCONSUL KARACHI 
TO AMEMBASSY ABU DHABI 
AMCONSUL ALEXANDIRA 
AMEMBASSY AMMAN 
AMEMBASSY ATHENS 
USINT BAGHDAD 
AMEMBASSY BEIRUT 
AMCONSUL BOMBAY 
AMEMBASSY CAIRO 
AMCONSUL CALCUTTA 
AMEMBASSY COLOMBO 
AMEMBASSY DACCA 
AMEMBASSY DAMASCUS 
AMEMBASSY DOHA 
AMCONSUL DHAHRAN 
AMEMBASSY ISLAMABAD 
AMCONSUL ISTANBUL 
AMCONSUL JERUSALEM 
AMEMBASSY JIDDA 
AMEMBASSY KABUL 
AMCONSUL KARACHI 
AMEMBASSY KATHMANDU 
AMEMBASSY KUWAIT 
AMCONSUL LAHORE 
AMCONSUL MADRAS 
AMEMBASSY MANAMA 
AMEMBASSY MUSCAT 
AMEMBASSY NEW DELHI 
AMEMBASSY NICOSIA 
AMEMBASSY SANA 
USMISSION SINAI 
AMEMBASSY TEHRAN 
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AMEMBASSY TEL AVIV 
AMCONSUL THESSALONIKI 
INEO SECSTATE WASHDC 3212 

CONPIDENTIAL KARACHI 1621 

DEPT FOR OC/PE 
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FROM RCO 

E.O. 11652: CDS 

TAGS: AFAC, ASEC, AMTC 

SUBJECT: TELEPHONE SECURITY 

REF: (A) STATE 072120 (NOTAL), (B) KARACHI 1460 (NOTAL) 

(C) STATE 084577 (NOTAL) 

1. REF S/KAG-IB, PARA 12006: TELEPHONES INSTALLED IN 

THE CCC BUT NOT IN THE CODE ROOM OR SHIELDED ENCLOSURE 
MUST BE SINGLE LINE INSTRUMENTS EQUIPED WITH A POSITIVE 
DISCONNECT. THE APPROVED AUTOMATIC SWITCH, THE WECO 
270 BW, WHICH DISCONNECTS THE PHONE FROM THE LINE 
WHILE ON-HOOK, SHOULD BE PROCURED THROUGH THE POSTS 
WORKING CAPITOL EUND FOR DOLLARS 128.00 EACH, PLUS 
TEN PERCENT SURCHARGE. 

2. REQUEST EACH POST EURNISH EISCAL DATA AND QUANTITY 
OF SECURITY SWITCHES REQUIRED ALONG WITH CONNECTING 
CORD AND 20I2B TRANSEORMER WHICH SUPPLIES POWER (18 VAC) 
EOR THE WECO SWITCH. POSTS ARE REQUESTED TO ORDER 
SWITCHES DIRECTLY FROM THE DEPT (OC/PEAL). 

3. TELEPHONES IN THE CCC WHICH ARE WIRED DIRECTLY TO 
CONFIDENTIAL 
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A KEY SYSTEM THAT UTILIZES THE SB400IA LINE SECURITY 
CARDS ARE NOT REQUIRED TO PROCURE THE WECO 270 EOR 
THOSE INSTRUMENTS. OR HAVE A POSITIVE DISCONNECT 
INSTALLED, HOWEVER, POST SHOULD NOTE THAT ALL CABLING 
EOR KEY SYSTEM AND REGULAR SINGLE LINE INSTRUMENTS 
MUST BE INSTALLED IN CONDUIT ACCORDING TO S/KAG-IB, 

PARA 12009. 

4. MODEL 50 TWO LINE TELEPHONE INSTRUMENTS WILL RE- 
QUIRE A POSITIVE DISCONNECT VICE A WECO 270. OTHER 
ALTERNATIVE IS TO REPLACE EACH 510 OR 51 1 TELEPHONES 
WITH 2 EACH SINGLE LINE 500 TYPE PHONES. 

MOORE 
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